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Abstract

Diffie-Hellmankey agreementprotocol[27] implementationshave beenplaguedby serioussecurityflaws. The
attackscanbevery subtleand,moreoften thannot, haven’t beentaken into accountby protocoldesigners.In this
paperwe attemptto provide a link betweentheoreticalresearchand real-world implementations.In addition to
exposingthemostimportantattacksandissueswe presentfairly detailedpseudo-codefor theauthenticatedDiffie-
Hellmanprotocolandfor thehalf-certifiedDiffie-Hellman(a.k.a.Elgamalkey agreement).It is hopedthatcomputer
securitypractitionerswill obtainenoughinformationto build anddesignsecureandefficient versionsof this classic
key agreementprotocol.
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1 Intr oduction

In their landmark1976paper“New Directionsin Cryptography”[27], Diffie andHellmanpresenta securekey agree-
mentprotocolthatcanbecarriedout over public communicationchannels.Their protocolis still widely usedto this
day.

Eventhoughtheprotocolseemsquitesimple,it canbevulnerableto certainattacks.As with many cryptographic
protocols,the Diffie-Hellmankey agreementprotocol (DH protocol)hassubtleproblemsthat cryptographershave
taken many yearsto discover. This vulnerability is compoundedby the fact that programmersoften don’t have a
properunderstandingof thesecurityissues.In fact,badimplementationsof cryptographicprotocolsare,unfortunately,
common[4].

In this work, we attemptto give a comprehensive listing of attackson theDH protocol. This listing will in turn
allow usto motivateprotocoldesigndecisions.Notethatthroughoutthis presentationemphasisis placedon practice.
After readingthis paper, onemight not have an extremelydetailedunderstandingof previous work andtheoretical
problems,but shouldhavea verygoodideaabouthow to securelyimplementtheDH protocolin differentsettings.

1.1 RelatedWork

As mentionedpreviously, flaws in cryptographicprotocolsarenot uncommon.As this is a very importantproblem,it
hasreceivedsomeattention;herearethemostimportantapproachesthathavebeenproposed:

1. Theuseof verificationlogicssuchasBAN [18] to proveprotocolproperties.

2. Very high level programminglanguagesin which securitypropertiescanbeprovedmechanically(i.e. by com-
puters)[1].

3. Completeproofsof security[10, 9].

4. Theuseof robustnessprinciples,i.e. rulesof thumb,protocoldesignprinciples[5].

The biggestproblemwith the first approachis that encryptionprimitivesare dissociatedfrom the verification
logics, which implies that they don’t provide completeproofsof security[9]. As an exampleof this problemone
just needsto look at theproblemof encryptionandsignatureordering:mostverificationlogicsdon’t complainwhen
messagesareencryptedbeforebeingsignedwhich possiblyresultsin a securityvulnerability[5].

Thesecondapproachseemsvery promisinghowever thebestknown proof mechanizationtechniquesaren’t effi-
cientenoughandonly a few cryptographicprimitiveshavebeenincludedin themodel.

Thethird suggestionis themostpowerful. Themainproblemis thattheproofsaresomewhatinvolvedandproving
thecorrectnessof complex protocolsseemsquitedifficult. Notealsothatit’s not entirelyobviousthattheclaimsthat
areprovedareadequate.

Therobustnessprinciplesareusefulin thatthey canhelpin preventingcommonerrors.However, it is impossible
to exhaustively list all importantrobustnessprinciples,andsousingtheseprinciplesdoesn’t give uspeaceof mind as
thereareno securityguarantees.Furthermore,theprotocoldesignermustbecomfortableandcompetentin verifying
securityproperties.For examplePrinciple3 of [5], whichstates

Becarefulwhensigningor decryptingdatathat younever let yourselfbeusedasan oracle

might notbeunderstoodby individualsthatdon’t havea backgroundin cryptography.
Themostimportantproblemwith all of theaboveapproachesis thatlow level implementationissuesaren’t spelled

out. Hence,unlessonehasa solid graspof all of thedetails,it’s easyto make low-level implementationerrors.Also
noticethatnoneof theseapproachesdealwith problemsspecificto thecryptographicprimitivesused.
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Many standardshave beendevelopedfor the DH protocol (seeAppendix A), unfortunatelynonedescribethe
issuesandattacksin detail. More importantly, nonemotivatethe designdecisions.In [12], work hasbeendoneto
characterizethesecurityof theDH protocolsintroducedin variousstandards.We take a different,moregeneraland
perhapsmorethoroughapproachby :

1. Describingandstudyingthemostimportanttheoreticalandpracticalissues.

2. Presentingpseudo-codethatimplementssecureprotocolswhosedesignis basedon theissueswedescribe.

1.2 Overview

Section2 presentsa mathematicalbackgroundof the basicsneededto understandthe DH protocolandthe typesof
attacksit is vulnerableto. In section3 we give attackswhich arebasedon mathematicaltricks. Authenticationis
discussedin section4.3. In section5 we discussattackson DH that exploit implementationdetails. In section6,
we exposesomesubtletiesthatappearwhenusingthe DH sharedsecretto obtaina key which canbeusedin other
cryptographicoperations.The informationacquiredin sections3, 4.3, 5 and6 is usedto presentimplementation
guidelinesin section7. In section8, we presentpseudo-codefor anephemeralauthenticatedDH protocolandfor a
half-certifiedDH protocol;wealsodescribeall theprimitivesneeded.Theconclusioncanbefoundin section9.

2 The Diffie-Hellman KeyAgreementProtocol

TheDH key agreementprotocolallows two users,referredto asAlice ( � ) andBob ( � ), to obtaina sharedsecretkey
overa public communicationchannel.An attacker, eavesdroppingat themessagessentby bothAlice andBob won’t
be ableto determinewhat the sharedsecretkey is. This is an extremelyusefulprimitive becausethe sharedsecret
canbeusedto generatea secretsessionkey thatcanbeusedwith symmetriccrypto-systems1 (e.g. DES)or message
authenticationcodes(MAC). We now give somebasicnotionsfrom mathematicsthat areneededto understandthe
protocol.

2.1 Mathematical Background

Thecomputationsrequiredin theDH protocolarecarriedout in agroup.

2.1.1 Groups

A group �����
	�� consistsof a set � anda binaryoperation	 that takeselementsof � asinputs. 	 hasthe following
properties:

1. (associativity) �	�����	����������	�����	�� , for all ������ ��!"� .

2. (identity element)Thereis anelement#�!$� , calledthe identity, thathasthepropertythat #%	&'�()	*#+�( ,
for all ,!-� .

3. (inverseelement)For each,!-� , thereexistsavaluedenotedby /.10 suchthat �	�/.10��2/.103	)*�4# .
An Abeliangroup is agrouphaving thefollowing additionalproperty:

4. (commutativity) �	����2�3	� for all ��5�)!'� .

For finite groups( � finite), theorderof a groupis definedasthecardinality(size)of � . Theorder of anelement of
a finite group � is definedto bethesmallestvalue 6 suchthat 87:9;�2�	��	+<�<=<>	�? @>A B

7
��# .

1for anintroductionto cryptographysee[63].
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2.1.2 Cyclic Groups

A cyclic group is a group that hasthe propertythat thereexists an elementC suchthat all elementsin � can be
expressedas C�D (for different E s). If C generatesall elementsof the group �����F	G� , C is a generatorand we say it
generates�����
	�� . Notethattheorderof a generatorC equalstheorderof thegroupit generates.

2.1.3 Subgroups

We saythat �IH is a subgroupof G if ���IH��F	�� formsa groupand ���IHKJ(�L� . If G is a finite group,thentheorderof a
subgroup�IH will alwaysdivide theorderof � (Lagrange’stheorem, seefor example[37]).

2.1.4 Examplesof Groups

Groupstypically usedfor DH protocolsaretheset M�NO with multiplicationmoduloP whereP is prime,themultiplicative
groupof the field2 Q�R S andthe additive groupformedby a collectionof pointsdefinedby an elliptic curve over a
finite field. Thesegroupsall have thepropertythatexponentiatingis computationallyinexpensiveandthatcomputing
discretelogsis/seemshard(i.e. computationallyintractable).

In the remainderof this work, we will take the groupto be the set M�NO �UT8#V��W��=<�<�<X��P'YZ#\[ with multiplication
modulo P (P prime)andall operationswill betakenover this group( C�] will standfor C�]_^X`8a&P , for example).Small
variationsonmany of theattacksof thefollowing sectionscanbeeasilymountedon DH implementationsusingother
groups.Note thatwe will abusethe notationa bit by using M�NO whenreferringto thegroupcomposedof the set M&NO
with multiplicationmoduloP .

2.2 The CoreDH Protocol

Alice ( � ) andBob ( � ) first agreeon a large prime numberP andan elementC ( W$bcCdb(P-YeW ) that generatesa
(cyclic) subgroupof largeorder. Thesevaluesareusuallydetermineda-priori, andareusedfor many protocolruns
(e.g.they couldbepublicparametersthateverybodyuses).Therestof theprotocolgoesasfollows:

1. � choosesa number, f , at randomfrom theset T8#8��<�<=<X��P,YgWh[ . And � choosesi randomlyfrom thesameset.

2. � sendsC�j to � and � sendsC ] to � .

3. Thesharedsecretkey is kl��Chj ] . � , knowing f and C ] , caneasilycalculate�mC ] �
j-�(C�j ] . � candetermine
thesecretkey in a similarmannerby computing�nC j �
] .

f and i arereferredto astheprivatekeys, C j and C�] arereferredto asthepublickeysandfinally, C j ] is calledthe
shared(DH) secretkey. Note thataneavesdropperhaving accessto thepublic keys can’t calculatethesharedsecret
key. This protocolis often referredto asephemeral DH secretkey agreementbecausethesecretkeys areusedonly
once.

2.3 Half-Certified Diffie-Hellman (or Elgamal Keyagreementprotocol)

This is a very importantandusefulvarianton theDiffie-Hellmanprotocoldiscussedabove. First introducedin [30],
the protocolis almostexactly the sameasthebasiconeexceptthata user(Bob) publisheshis public key ( C�] ). The
publickey ( Ch] ) remainsconstantfor largeperiodsof timeandis usedby everyonewishingto setupasharedsecretkey
with Bob. Notethatthepublickey shouldbeauthenticatedin someway (e.g.by Bob’ssignature).Thismechanismis
especiallyusefulfor secureanonymousclient connections3.

2seefor example[37] for adefinitionof fieldaswell asanoverall introductionto algebra.
3thisschemeis sometimescalledHalf StaticDiffie-Hellman(becauseonesecret,o , is static).
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2.4 Attacks

AttacksagainsttheDH protocolcomein a few flavors:

p Denial of service Attacks: Here,theattackerwill try to stopAlice andBob from successfullycarryingout the
protocol.

p Outsider Attacks: The attacker tries to disrupt the protocol (by for exampleadding, removing, replaying
messages)sothathegetssomeinterestinginformation(i.e. informationhecouldn’t havegottenby just looking
at thepublic keys).

p Insider Attacks4: It is possiblethatoneof theparticipantsin a DH protocolcreatesa breakableprotocolrun
on purpose(i.e. onein which anoutsideobservercandeterminewhatthesharedsecretis). Of course,if oneof
theprotocolparticipantsdecidesto publishthesharedsecret,nothingcanbedone.Notethatmalicioussoftware
couldbeverysuccessfulin mountingthis attack.

Theplausibility of theseattacksdependson whatassumptionswe make abouttheadversary. For example,if the
adversarycanremove andreplaceany messagefrom thepublic communicationchannel,thedenialof serviceattack
is impossibleto prevent.Fortunately, it seemsthatcompletebreaks(outsiderattacksin which theattackerobtainsthe
sharedsecretkey) andinsiderattackscanbepreventedin many settings5.

2.5 Man in the Middle Attacks

An active attacker (Oscar),capableof removing andaddingmessages,caneasilybreaktheprotocolpresentedabove.
By interceptingC j and C�] andreplacingthemwith C jrq and Ch] q respectively, Oscar( s ) canfool Alice andBob into
thinking that they sharea secretkey. In fact,Alice will think that thesecretkey is C j ] q andBob will believe thatit isC j=q ] . This is aspecificinstanceof a manin themiddleattack[56].

As anexampleof whatcanbedonewith suchanattack,considerthecasewhereAlice andBob usethe“secret”
“shared”keysobtainedin aDH protocolfor symmetricencryption.SupposeAlice sendsamessaget to BobandthatuLvxwzy �nfX� representsthesymmetricencryption(e.g.DES)of f usingthesecretkey k .

1. � sends
uLvxw:{}| ~ q ��t-� .

2. s intercepts
uLvxw:{ | ~ q ��t-� anddecryptsit (whichhecandosinceheknows C j ] q ).

3. s replacesthis messagewith
uLv�w�{ | q ~ ��t'H�� which hesendsto � . Notethat t-H canbesetto any message.

Theencryptionschemeis thusclearlycompromisedasmessageprivacy is violated. In thenext section,we study
attacksthatcanbemountedby a lesspowerful adversary.

3 Attacks Basedon Number Theory

Thepreviousmanin themiddleattack,althoughit completelybreakstheprotocol,requiresOscarto bevery power-
ful. For example,if the secretkeys areusedin conjunctionwith MACs,Oscarneedsto interceptandmodify each
authenticatedmessagein orderto preventAlice andBobfrom detectingthattheirkeysaren’t identical.In someof the
following subsections,Alice andBob have thesamesecretkey (which Oscarknows). Thus,Oscaronly needsto be
activeduringtheDH protocol,afterwardshecanbreaktheprotocolsusingthesharedsecretkey wheneverhewants.

4thesearesometimesreferredto asByzantineerrors.
5in practiceit is mucheasierto insertpacketsthanit is to deletethem.In any case,weconsiderall attacksin orderto derive aDH protocolthat

is securein all practicalsettings.
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3.1 DegenerateMessageAttacks

Therearedegeneratecasesin which the protocoldoesn’t work (i.e. it canbe broken). For examplewhen C j or Ch]
equalsone, the sharedsecretkey becomes# . Sincethe communicationchannelis public anybody candetectthis
anomaly. Fortunately, this situationis impossiblein a properlycarriedout protocol run becauseboth f and i are
chosenfrom T�#V�=<�<�<1��P�Y�Wh[ 6. However, an insiderattackis possibleandsoDH protocolparticipantsshouldmake
surethattheir key agreementpeerdoesn’t sendCh����# .
3.1.1 SimpleExponents

If oneof f and i canbe easilydetermined,the protocolcanbe broken. For example,if f equals1 then C j ��C
which any observantattacker will be ableto detect. It’s very hardto determinewhereto draw the line here,that is,
determiningfor which valuesof ChD , E is hardto determine.In any case,it seemsvery reasonableto insist that f and i
not equal # . Anotheroptionis to insist thatthesecretsf and i have length7 at least � (i.e. f3� i���W��n.10 ); this approach
is foundin RSAsecurity’sPKCS#3standardfor example.

3.1.2 SimpleSubstitution Attacks

Thefollowing attackis very interesting,asit is extremelyeasyto mountandnormallywouldn’t comeupin theoretical
proofsof security. Theattacker canforcethesecretkey to bean“impossible”value. If theDH protocolwould only
be executedby sentientbeingsthis wouldn’t be interestingasthe anomalieswould be easilydetected.However in
practiceDH protocolsarecarriedout by computersandcarelessimplementationsmightnotspotthefollowing attack.

1. s interceptsC j and C�] andreplacesthemwith 1.

2. Both � and � computethesamesharedsecretkey which equalsone.

If the computerprogramdoesn’t realizethat C j , Ch] and C j ] can’t equal1, the protocolis vulnerable.Note that
thesameargumentholdsfor valuesof theform CG�G�;� O .10���� j or CG�G�;� O .10���� ] , where �d�Z# , becausea computermight not
realizethatthesevalueshavenot beencomputedmoduloP . (They equal # moduloP ). Soit is safepracticeto always
verify thatin fact C j ��Ch] is a positive integersmallerthanP,Y�# .

Thefollowing attacksdelveabit deeperinto computationalnumbertheory.

3.2 Generatorsof Arbitrary Order and the Pohlig-Hellman Algorithm

ThePohlig-Hellmanalgorithm[53] allows oneto efficiently computethediscretelog of C j if theprimefactorization
of C ’s orderconsistsof smallprimes.Precisely, giventhat theorderof a grouphasthefollowing primefactorization,P�� �0 P��
�Rc� <�<�< � P �F�� , thePohlig-Hellmanalgorithm’scomputationalcomplexity is ����� �

D���0X� D ���mC1�n�3����  P D � � . A secure
DH implementationmustmake this algorithmimpractical.A simplesolutionis to choosea prime P suchthat P'Y�#
containslargefactors.Safeprimes,primesof theform P¡��¢�£)�2# (whereR is somesmallpositive valueandq is a
largeprime8), andLim-Leeprimes[45] whichhavetheform P��2WV£ 0 � <=<�< � £�¤��d# (wherethe £ D sareall largeprimes)
satisfythis property. In theselastcases,primefactorizationof theorderof eachgeneratorwill containa largeprime
which is exactlywhatwe needto make this attackimpractical.(Rememberthattheorderof any subgroupwill divideP¥Y�# , i.e. theorderof M�NO .)
3.3 Attacks Basedon CompositeOrder Subgroups

The attacker canexploit subgroupsthat do not have large prime order [64]. This is bestillustratedby an example.
SupposeAlice andBobchooseaprime P��¦WV£3��# , whereq is prime,andageneratorC of orderP�Y"#)�¦W\£ . Oscarcan
interceptthemessagesC j and C�] andexponentiatethemby £ . (He will replaceC j by C jr§ and C�] by C�] § .) Thesecret
key will be C j ] § which allows Oscarto find this valueby exhaustivesearch.This is doneby noting that theorderof

6if ¨ is ageneratorof ©�ª« , ¨�¬K�®/¯�°5±�² iff ³K-´1¯�°5±3²�µ,® .
7thelengthof aninteger ¶ is definedasthelargestvalue · satisfying¶L¸º¹}» .
8aprime ¼ suchthat ¹>¼�½-® is alsoprimeis calledaSophieGermainprime.
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C § ��C¿¾}À �� is9 2 which impliesthatthesecretkey canonly take two values!Hence,Oscarcanuseabruteforcesearch
(only two elementsto try) in orderto determinewhatthesharedsecretkey is; for example,whenAlice andBobuseit
for symmetricencryption.

Moregenerally, thisattackcaneasilybemountedonprimesof theform P��¦¢&£%�$# ( ¢ small),theonly difference
beingthatthereare ¢ possiblevaluesto try in theexhaustivesearch.

Thelessonto belearnedfrom this attackis thatwe shouldchoosea C thatgeneratesa largeprimeordersubgroup
or at thevery leastmakesurethatcompositeordersubgroupsaren’t vulnerable(e.g.theorder’sprimenumberfactor-
izationcontainsonly largeprimes).Notethatanattackof this typeis partof themotivationfor usingDSA insteadof
Elgamalsignatures.In essenceDSA is animmunizedversionof Elgamal[6].

Noticethataninsiderattackcanbemountedusingthis trick. Alice simply choosesf to equal £ . In thiscase,even
authenticationmechanismscan’t protectBob.

3.4 Pollard Lambda Algorithm

The PollardLambdamethod[54] enablesone to computeÁ given C�� , when Á is known to be in a certainintervalÂ ���5�¿�ÄÃ�Å in time ����Ã�0 Æ R � . This is anextremelyrelevantattackto considerwhenwewantto limit theexponentrange
to improve efficiency. For example,when f3��ieÇÈW\ÉËÊÌP the attacker cancomputef and i (given C j and Ch] ) in���   W É ���Í����W\ÉÎÆ R � . Hence,if we want the attacker to executeat least ��WVÉ�� operations10, f and i needto have
a lengthof at least W v bits. We notethat this attackhasn’t beenimprovedin a long time andmany cryptographers
feel that it’s improbablethat thestateof theart for this kind of attackwill change(this is a usefulobservationwhen
choosingkey sizes).Also remarkthatthis attackcanbemountedonsubgroupsof smallorder.

3.5 The Number Field SieveAlgorithm

It is obviously importantto choosea group(i.e. P ) large enoughso that the bestknown algorithmsfor computing
discretelogsareintractable.Thestateof theart, index calculusbased,methodsfor computingdiscretelogs(number
field sieves)have beensteadilyimproving11 over theyearsandsoit’s harderto gaugehow large P shouldbefor long
term security. In [49], Odlyzko proposesusinga P of at least1024bits for moderatesecurityandat least2048for
anything thatshouldremainsecurefor a decade.

3.6 Attacks on Prime Order Subgroups

In [45], anattackon primeordersubgroupsis presented(a slight extensionof the ideasof [64]). The attackcanbe
mountedif theprotocoldoesn’t satisfythesixth robustnessprincipleof [5] which states:

Do not assumethata messageyoureceivehasa particular form unlessyoucancheck this.

Theideais that if we cangeta participantwith secretkey f to useanarbitrarygroupelementinsteadof C�] then
wemaybeableto obtainsomeinformationaboutf . If theattackercanobtain Ï j , for somegeneratorÏ whoseorder’s
prime factorizationcontainsonly small primes,thenhe canusethe Pohlig-Hellmanalgorithmof subsection3.2 to
obtain f modulotheorderof Ï .

To obtaintheactualvalueof thesecretkey (moduloP ), aslightvariationonthePollardlambdamethod[64] might
befeasible.

Theproblemwith theabovesituationis thattheattackerstill needsto obtain Ï1j , which isn’t obvious.Fortunately,
Lim andLee[45] giveaweakerversionof thepreviousattackthatenablestheattacker to obtainthevalueof f modulo
theorderof Ï in time linearin theorderof Ï .

This methodcanbeeasilyfoiled if theparticipantscheckthat thevaluethey receive (i.e. usually C�� ) hasorder £ .
Thiscanbedoneby verifying thatexponentiatingthevalueby £ yields # . If P is of theform P��¦WV£K�Ð# , with £ prime,
thebestonecanhopefor is to determinetheparity of thesecretkey.

If we haveCertificateAuthorities(CAs) certify theDH publickeys, they mustbewary of this attack.It is usually
sufficient for theCA to verify that theuserknows thesecretassociatedwith thepublic key. This is usuallydoneby

9thesubgroupgeneratedby ¨ ¾}À �� is Ñ ¨ ¾�À �� �²�µ,®>Ò
Ó�¨ ¾}À ��ÕÔ�Ö �®5× .
10AssumingthatthePollardLambdatechniqueis thebestmethodin thissituation.
11As opposedto thePollardLambdatypealgorithmsfor which therehasn’t beensubstantialprogressfor abouttwentyfive years[49].
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having theusersignsomemessagewith thesecretkey. Unfortunately, a variationon thepreviousattackallows for an
insiderattackwherea usercanfool theCA whenspecificsignatureschemesareused(e.g. Schnorrsignatures[57],
see[45] for the details). Hence,whenthis type of attackcanbe mounted,we shouldcheckthe orderof the public
keys.

4 Authentication

In theprevioussectionwepresentedattacksrelatedto themathematicalstructureof theDH protocolprimitives.In this
sectionwe addressissuesrelatedto authentication.As theDH protocolcanbebrokenby a simplemanin themiddle
attack(if no authenticationmechanismis used),it doesn’t makesenseto talk aboutDH protocolsecuritywithoutalso
discussingauthentication.

Authenticationconsistsof establishingauthenticity, which is definedas: factuallyaccurateandreliable. This is a
somewhatslipperyconceptandtherearenosolidandformaldefinition,becausethedifferentsettingsandrequirements
changefor every application.For example,validatingtheauthenticityof a digital signatureor a MAC is simple(just
apply a verificationfunction) whereasproving the authenticityof a messageis morecomplicated.For example,if
Alice sendsamessageto Bob,hemightwantto:

1. Establishthatthemessagehasn’t beenmodified.

2. EstablishthatAlice sentthemessage.

3. Establishthatthemessagewasmeantfor him (i.e. addressedto him).

4. Establishthatthemessagehasn’t been“replayed”.

5. Establishthatthemessagewassentwithin acertaintimeperiod.

Althoughwe have somevery powerful primitivesthatcanhelpus in creatingauthenticationmechanisms(digital
signatures,MACs,symmetricencryption,etc.),usingthemin aneffectivemanneris surprisinglydifficult.

4.1 MessageReplayAttacks

Oneof thedeadliestattacksagainstauthenticationmechanismsis themessagereplayattack[48] in whichtheadversary
simply takesa previously sentmessageandsendsit again.This attackis deceptively powerful ascanbeseenby the
next example: supposea usersenta messageto his wife saying,“I love you”. A few yearslater, after the userhas
beendivorced,an attacker could re-sendthis samemessagewhich might leadto an awkwardsituation. If a correct
authenticationmechanismis used,the now ex-wife will not considerthe messageasbeingauthentic.This example
nicely illustratesthefactthatdigital signaturesaren’t sufficient to establishmessageauthenticity.

4.2 MessageRedirection

If the destinationisn’t specifiedin a message,an attacker can interceptit and sendit to someoneother than the
intendedrecipient.Takingtheprevioussubsectionexample’s premise,theadversarysendsthe“I love you” message
anddeliversit to somebodyotherthantheintendedrecipient;whichagain,might leadto anuncomfortablesituation.

Thetwo previousschemesform thebasisof many other, moreinvolved,attacks.

4.3 MessageAuthentication Protocols

We now presentoneof theauthenticationmechanismsdescribedin [9]. Notethat theprotocolis provedto besecure
(seesubsection1.1). It hasthe propertythat if we have a schemethat is provably securewhen the channelsare
authenticated,and replacethe sendingmechanismwith the following protocol, then the resultingschemewill be
provablysecurein asettingin which thechannelsaren’t authenticated.

In thefollowing protocol,we assumethat theusers’public keys arecertifiedby a certificateauthority(CA), and
by authenticwemean:

p Thesender’s identity is established

9
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p Theintendedrecipient’s identity is established

p Context is established;messagereplayattackssuchastheonein theexamplein subsection4.1areprevented.

Alice sendsamessaget to Bob,who establishesits authenticity.

1. � sendst to � .

2. � replieswith achallenge
v�Ø

and t , where
v+Ø

is arandomnumber(nonce).Notethateachnonceis only used
once.

3. � sendst and ÙÎÚ��LÛ
Ü��ntÄ� v�Ø � ��� , where ÙÎÚ8�LÛ�Ü��nf�� is a digital signatureon f thatuses� ’s secretkey ÝrÞ .

4. If thesignatureverificationprocedureis successfulthen t is deemedauthentic.

Let’s look at thisprotocolabit morecloselyandexplainsomeof its featuresandproposesomeefficiency improve-
ments.

First notethatsenderauthenticityis establishedby thepublic key that is usedto verify thesignature.Thepublic
key andAlice’s identity arecertifiedby a CA thatBob trusts.

Themessaget must,of course,besentat somepoint. Theprotocolis still provablysecureif themessageis sent
in oneof thefirst or third rounds.For example,thefirst messagecouldsimply beasynchronizationsignal.

Theneedfor a nonce
v Ø

is quite interesting.Notice thatwithout it, the protocolwould be vulnerableto replay
attacks. By slightly modifying the protocol we can, however, do without the nonce. If Bob takesnote of all the
messageshehasreceived,andsocandetectmessagereplayattacks,wecanomit thenonce.Unfortunatelytheamount
of dataBob would needto keepcouldbehuge.Also, deterministicsignatureschemes(e.g. RSA) arenot well suited
to this settingastwo signatureson thesamemessageareidentical. (As opposedto probabilisticencryptionschemes
suchasElgamal.)Notethatrandomnumberscanbeappendedto themessagein orderto makesignatureson thesame
messagedifferent.Anotheroptionis to have publicly availablenonces.For examplea countercanbeused,in which
caseBob needsto managecounters(synchronizationis often difficult to implement). As long asnonces(counter
values)areonly usedoncetheprotocolis correct.In bothof thesemodifications,thesecondroundof communication
canbeomittedandthefirst andthird roundscombined.

The last interestingissueto point out is that Alice mustsign � , i.e. Bob’s ID. If this isn’t done,the protocol is
vulnerableto messageredirectionattacks.

Note that the CA mustverify that the client knows the secretkey associatedwith his public key, otherwisethe
protocol is vulnerableto messagehijacking (i.e. claiming ownershipof someoneelse’s message).Note that self
signedcertificates12 canalsobeusedto solve this problemasis donein PGP[52].

5 Attacks on Implementation Details

5.1 Attacks on Parameter Authentication

As ageneralprinciple,all parametersusedin acryptographicprotocolshouldbeauthenticated.For example,suppose
thattheDH protocolcouldbeusedwith differentsystemparameters(e.g. C , P ); if theparticipantsdonotauthenticate
their choiceof parameters,anattacker might beableto fool theminto usingweakparameters.Thesetypesof attacks
canbeverysubtleandcanevenbemissedby topcryptographersandsecurityexperts.Oneneedjust look at theattack
of [65] on theSSLprotocolversion2 to beconvincedof this13.

5.2 Context

In many situationsit is necessaryto make sureanadversaryhasn’t blocked(deleted)previousmessages.This canbe
doneby simply hashingall previousmessagesandappendingthe resultwith the currentmessage.This establishes
context. Note that if all messagesare authenticatedwe could usea sequencenumber, this would be much more
efficient.

12certificatesthataresignedby thesubjectof thecertificate.
13SSLversion2 wasvulnerableto whatis calledaversionroll-backattackwhich is anattackonparameterauthentication,see[65] for details.

10



D
R

A
FT

DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT 

5.3 Raceconditions

In most,if not all, networking protocols,it is very importantto preserve protocolrun independenceandavoid race
conditions.That is, we don’t wantmessagesusedin oneprotocolrun to beusedby anotherprotocolexecution.Ses-
sionnumbers,for example,canbeusedto preventthis kind of problem.

The first Freedom14 DH implementationdidn’t respectthis designprinciple. In this particularinstance,if two
partiesinitiateda DH protocolat thesametime,eachpartyobtainedtwo sharedDH secretkeysandit waspossibleto
haveasituationin which noneof the(four) supposedly“shared”DH secretkeyswereequal.

A key agreementconfirmation(see6.5) is a way of makingsureproblemssuchastheonedescribedabove don’t
occur.

5.4 Deleting the ephemeralsecrets

It is importantto deletetheephemeralsecretkeys(thesecretexponents),to guardagainstmemorybeingwrittento disk
(swapping)andthepossibilitythatunauthorizedentitiesmight have accessto thesevalues.Deletingprivatevaluesis
usuallydoneby overwriting thesevalueswith someconstant(by ß s for example). It is importantthat the valuesbe
deletedassoonaspossibleto guardagainstRAM readingtechniquessuchastheonesdescribedin [34].

5.5 BleichenbacherTypeof Attacks

D. Bleichenbacherdescribedin [13] anattackagainstPKCS#1 v1.5. Theattackexploitedthefact thatsomeservers
implementationsof the PKCS#1 v1.5 RSA encryptionpaddingusedan inadequateauthenticationmechanism:if a
plaintext startedwith 0002,asdescribedin thestandard,they wouldblindly acceptit asvalid andcontinue,otherwise,
they wouldreturnanerrormessageto theclient. Usingatheoremdueto Chor[22], Bleichenbacherdevisedapractical
attackagainstsomeimplementationsof SSLv3.0.

Althoughwedon’t describeany paddingmethods,nordoweusetheRSAencryptionscheme,someof theproposed
countermeasures(see[14]) to immunizeprotocolsagainstthis attackarerelevant:

p Changekeys frequently(asdiscussedin section6.2)andmakesurethatdifferentserversuseindependentkeys.

p Use only adequateauthentication(as discussedin section4.3). Servers written in SSL version3 that used
adequateauthenticationweren’t vulnerableto this attack.

5.6 Timing Attacks

An interestingattackwasproposedin [42]; theattackreliesonthefactthatfor mostmodularexponentiationalgorithms
thetime takenis dependenton theinputs. In theHalf CertifiedDH protocol,anattacker, by initiating many protocol
runswith Alice andcarefully choosinghis “public keys”, could determineAlice’s secretkey ( f ). Rememberthat
Alice computest j in eachprotocolrun (where t canbetheattacker’s “public key” (simply a randomvalue)and f
is Alice’ssecretkey). Fortunately, theattackis only effectiveif theattackercansomewhatpreciselydetermineAlice’s
computingtime. Theattackcanbecounteredby modifying thecomputationssothat theexponentiationtime doesn’t
dependasheavily on theinputparameters.

Kocher[42] givesamethodthatusestheblinding techniquesof [21] thathelprandomizethemodularexponentia-
tion computingtime15 : (we providepseudo-codein section8.1.4.)

OneTime SetUp:
We calculatetheprivateseeds.

p An integer, à�áD , is chosenat randomfrom M�NO .
p à8áâ �4� �nà�áD �>.10�� j is calculated.(Find inverseof à8áD andexponentiateby f .)

14www.freedom.net.
15thusblinding theattacker from informationaboutã .
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j’th Exponentiation:
Let t bethemessageto beexponentiatedby f .p Calculateä��å�nt � àVæD � . (theblinding part.)p Calculate6K�¦ä j . ( ä is not known to theattacker!)p Calculate6 � àVæâ which is equalto t-j . (theunblindingpart.)

Computing the j’th seeds(j ç 0):

p à\æD ����à\æ .�0D � R .
p à\æâ �4��à\æ .�0â � R .
Thetechniqueusesthefactthatif à8áD is chosenrandomly, thentheseries��à8áD ��àG0D ��<�<=<1��àVæD ��<=<�<5� will havetheproperty

that à\æD lookssufficiently randomif nothingis known aboutthepreviouselementsof theseries16. Thealgorithmhas
to keepin an internalstatethe most recent à D and à â . Thesevaluescanbe kept in somesort of structure,what is
importantis thatthey mustremainsecret!

5.7 Denial of ServiceAttacks (Overloading)

Oneof themosteffectiveattacksin practiceconsistsof overloadingserverswith requests17. This is a typeof denialof
serviceattackbecausetheserver is sobusyprocessingbogusrequeststhathedoesn’t have time to reply to legitimate
queries. The adversaryusually exploits the fact that the servers are limited in termsof memory[20, 23] and/or
computationalpower. TheDH protocolis vulnerableto thefollowing kindsof attack:p Theattackercancarryout aconnection(memory)depletionattack(e.g.[20, 23]). Notethatit is very important

thatthelow level protocolsfor sendingandreceiving messagesbeimmunizedagainstthis attack.p The attacker cansendhugeamountsof public keys (which cansimply be randomnumbers)so that the vic-
tim is compelledto carry out many modularexponentiationsin order to computethe sharedDH secretkeys
(computational).

Themostrobustsolutions[7, 29, 38] to theprobleminvolve having theconnectioninitiatorscomputea solution
to cryptographicpuzzles(alsoknown ashashcashor pricing functions).Theamountof computationsneededto solve
thesepuzzlesis smallenoughso that legitimateuserscanquickly computethesolutionbut largeenoughso that it’s
infeasible(or at leastveryhard)to solvea largenumberof themfor usein overloadingattacks.

If aservercanvalidatetheIP addressesof it’sclients,onecanusealessrobustschemefor protectingagainstdenial
of servicescalledSYN Cookies([46], [16], [39]). SYN CookieshelppreventIP spoofingto a certainextent.

If aserver is supposeto beableto acceptunknown clients(or betteryetanonymousclients),we suggestusingthe
techniquesof [38] which we now presentanddiscuss.Note that f�èXé�ê ë
ì refersto thesubstringconsistingof the  ’ th
through � ’ th bits of f . í is theclient and î is theserver.

1. í requestsapuzzlefrom theserver (statelessconnection).

2. î sendsf¡�ZïÕ��Ý8��6>��ðX��tÄ� w � , aswell as t (thenumberof sub-puzzles),ð (a computationparameter)and 6 (a
timestamp).Notethat ïÐ��� is a cryptographichashfunction, Ý is î ’s secretand

w
is í ’saddress.

3. For E equals1 to t , í finds Á D suchthat thefirst ð bits of f%ñ>E}ñ}Á D equalthefirst ð bits of ïÐ�nf%ñ>E}ñ}Á D � , where ñ
denotesconcatenation.The Á D s (i.e. thesolutionsto thesub-problems),6 and í aresentto î .

4. î receivesthesevaluesandcanefficiently checkthat thesolutionsarevalid andthat they have beencomputed
in a timely manner.

The valueof
w

is usually implicitly determined,for exampleit might be includedin the messageheaders.The
serversendshis repliesto

w
andsotheadversarymustbeableto interceptmessagesaddressedto

w
which is difficult

if theadversaryisn’t locatedat
w 18.

16this is muchmoreefficient sincemodularsquaringis a lot cheaperthanchoosinganew randomvalue.
17seefor examplehttp://www.cisco.com/warp/public/707/newsflash.html.
18thispreventsstraightforward IP spoofing;this aloneis alsoachievedby SYN Cookies([46], citeRFC1644,[39]).
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If notimeparametersareused,anattackercouldobtainalargenumberof puzzles,solvethem(whichcantakealot
of time)andthenoverloadtheserver. By encoding6 in f usingthesecretÝ , thepuzzlescanbemadeto havea limited
validity periodwhich makesthepreviousattackinfeasible(all 6 s shouldbedifferent). (Notealsothat if connections
have anunlimited lifetime, theserver is vulnerableto denialof serviceattacksandsomaximumconnectionlifetime
mustbetakeninto considerationwhenchoosingour parameters.)

Attacksarea rareoccurrenceandsoit makessenseto beflexible in our useof puzzles.Precisely, we shouldvaryð dependingon thesituation:Thebusiertheserver is, thelarger ð shouldbe(we canomit puzzlesaltogetherin most
situations).Ý shouldbelargeenoughsothatit can’t beobtainedby a bruteforceattack.

Seesection?? for a discussionon parametersizesandlower level issues.

6 The DH Shared Secret Key

The sharedsecretobtainedis usuallyusedto derive sessionkeys that will be usedin otherapplications.Now, the
operationsthesekeys will beusedfor have their own requirementsandsecurityvulnerabilities.If we arenot careful
in how we usethesharedDH key, we mightbevulnerableto othersubtleattacks.

6.1 KeyDerivation Function (KDF)

In most,if not all, instanceswe needto modify thesharedsecretkey obtainedin the DH protocolin orderto useit
with othercryptographicprimitives.Herearethemainmotivationsfor “modifying” thesharedDH secretkey:

p Thekey sizesmight not correspond.For examplesupposewe wantto useour  -bit sharedsecretDH key with
acrypto-systemrequiringa key sizeof � , with �Lò�¦ .

p Althoughsomebits of thesharedsecretareprovably secure[15] thesecurityof thevastmajority of bits in the
sharedDH secretkey is not known (i.e. it’s not known whetheran attacker cancomputeinformationabout
them19).

Also noticethat M�NO doesn’t spanall thebit-stringsof lengthP (for example,we will nevergetthevalueP��2# ).
Henceif we take arandomnumber, chancesaregreaterthatthemostsignificantbit equals0.

Hence,it makessenseto spreadtherisk andhave thebits in thenew sessionkey dependon all thebits of the
sharedDH secretkey.

p Someattacksexploit algebraicrelationshipsbetweenkeys (seesection6.3). Hence,it is importantto destroy
mathematicalstructurewhich canbedoneusinga KDF.

p If wewantto createmorethanonesessionkey with agivensharedsecretDH key then,if theKDF is acarefully
chosenone-waypseudorandomnumbergenerator, thesystemcanberesistantto known sessionkey attacks(i.e.
givena sessionkey, it’shardto find othersessionkeysderivedusingthesamesharedsecretDH key).

We proposetwo key derivationfunctionconstructions(HS is a securecryptographichashfunctionand óôó denotes
concatenation):

1. The Counter BasedApproach:
We take thebits for thesessionkey from:

HS(sharedDH secretóôó 0) óôó HS(sharedDH secretóôó 1) óôóz<=<�<)ó�ó HS(sharedDH secretó�ó c).

c’s valuewill dependon thenumberof bits required.This methodis similar to theonesthatareusedin many
standards(e.g.TLS [26]).

2. A Chaining BasedApproach:
We take thebits for thesessionkey from:

19in fact,in somecasesit is trivial to computeinformationaboutthesharedsecreẗ=õ>ö , givenonly ² , ¨ , ¨�õ and ¨=ö .
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Ý 0 = H(sharedDH secret)Ý R = H( Ý 0 ó�ó sharedDH secret)<�<�<Ýr÷ = H( Ý�÷ .�0 óôó sharedDH secret)

c’s valuewill dependon thenumberof bits required.

This lastapproachhowever isn’t asefficientandcan’t beparallelized.

6.2 KeyFreshnessand Perfect Forward Secrecy

In many situationsthesharedDH secretkey shouldbechangedfrequently. Herearethemainreasonswhy we might
wantto obtainnew sharedsecretkeysoften.

1. ReduceExposure:
Theprobabilitythatagivenkey is compromisedis lower if it isn’t usedoften.

2. Damagelimitation :
If theamountof traffic encrypted/authenticatedwith a givenkey is reducedthentheamountof damagedoneif
thekey is compromisedis reduced.

3. Forward Secrecy:
If old encryptionkeys aredeleted,encryptedmessagescanno longerbedecrypted.Hence,a third partycan’t
mountasubpoenaattack(i.e. demandthatold messagesbedecrypted).

Asexpected,tricksusedto improvetheefficiency of schemesin whichkeysarechangedoftenhavesubtleproblems
(seesubsection6.4).

6.3 Key Independence

As a generalprinciple,we alwayswant keys to be independent.Precisely, obtainingonesecretkey shouldnot help
an attacker uncover otherkeys. This propertyis calledknownkey security. In the next subsection,we will give an
exampleof aprotocolvulnerableto known key attacks.

6.4 An Example

We now presenta condensedversionof the KEA protocol [3] which is a part of the NSA’s FORTEZZA suite of
cryptographicalgorithmsandmotivatetheuseof key derivationfunctions.Notethattheexplanationsroughlyfollow
thoseof [12].

1. � gets � ’s staticpublic key Ch] sand � gets � ’s staticpublic key C j ( f is secretto � and i is secretto � ).
(respectively) certifiedby a CA. ( f is Alice’sprivatekey and i is Bob’sprivatekey.)

2. � sendsC é , C j andCert(�¥��C j ) to � and � sendsC ë , C�] andCert(���
C�] ) to � . (  and � chosenrandomlyfrom
theset T�W��=<�<=<���P¥Yd#V[ ) NotethatCert(f ) is just acertificatecertifying f .

3. If all verificationssucceed,thesharedDH secretkey is takento be kø��C é ]��$C ë j .

4. A key derivation function (derived from SKIPJACK) is thenappliedto k to obtainthe key (the sessionkey)
thatwill beusedin theotherapplications(e.g.encryption,MAC, etc.).

Theprotocolsolvesmany of theproblemsmentionedin theprevioussubsections:

p KeyFreshness:Wecanobtainasmany freshkeysasweneedwithouthaving theCA re-certifynew publickeys
every time.

p Forward Secrecy: If Alice andBobdeletek andboththestaticandephemeralsecretkeys( f and  respectively
for Alice) we haveforwardsecrecy.
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p KeyIndependence:Theprotocolseemsresistantto known key attacks.

p Key Derivation Function: Thesessionkey dependson all of thebits of thesharedDH secretkey. As will be
seenshortly, thekey derivationfunctionis alsoimportantbecauseit destroysthealgebraicrelationshipsbetween
keys.

If the protocoldidn’t usea key derivation function, it would be vulnerableto the Burmestertriangleattack[17]
whichrenderstheprotocolvulnerableto known key attacks.In thepreviousprotocol,if akey derivationfunctionisn’t
used,it is vulnerableto thefollowing attack:

1. s first observesa protocolrun between� and � . He obtainstheephemeralkeys C é and C ë . Thekey sharedby� and � at theendof theprotocolis k Þ Ø ��C é ]��$C ë j .

2. s thenengages� in a protocolrun. s will useC ë ashis ephemeralkey and C � ashisstatickey. Assuming� ’s
ephemeralkey is C é , thesharedkey will equal kºÞ%ùÐ��C ë j �gC���úé .

3. s carriesout thesametrick with � but now usesC é ashis ephemeralkey. Assumingthat � ’s ephemeralkey isC ë , thesharedkey will be kºû�üÐ��C é ]��gCh� ú ë .
4. If s canobtain k ÞÎù and k Ø ù hecandeterminek Þ Ø

. Thiscanbeseenby notingthat k Þ Ø �¦k ÞÎù �ºk Ø ù YC ú ë �_Y�Ch�=úé .
6.5 KeyAgreementConfirmation

In somesettings,theparticipantswon’t settlewith just knowing thatnobodyexceptthe intendedpartycancompute
thesessionkey (i.e. a key derivedfrom a sharedsecretDH key) but insiston having somekind of confirmationthata
secretkey hasbeen(or canbe)successfullycreated.A schemeprovidesimplicatekey confirmationif theparticipants
canbe convincedthat they all can computea commonsharedsecretkey, andprovidesexplicit key confirmationif
participantscan be assuredthat a commonsharedsecretkey has beencomputedby all participants. The simple
mindedsolutionto providing explicit key agreementis to have thepartiescomputetheMAC (usingthenew session
key) of aknown message.Unfortunatelythis meansthatthekey will bedistinguishablefrom arandomkey (weknow
theMAC of aknown message).If indistinguishabilityis requiredweneedto use(asaMAC key) someothervalue,ý ,
known only to theparticipantsthatcan’t beeasilylinkedto thesessionkey. Precisely, giventhesessionkey it should
becomputationallyinfeasibleto find ý . Seefor example[12] for techniquesthatcanbeused.
Althoughexplicit key confirmationappearsto provide strongerassurances,implicit key confirmationis sufficient in
practice.Also, it would seemthatalthoughit is possibleto provide explicit confirmationof thederivedsharedsecret
key withoutusingany previoussharedsecret,it is impossibleto provideexplicit confirmationof theDH sharedsecret
withouta previouslysharedsecret,soit’s usefulnessis questionable.

7 The Bottom Line

In this section,we give recommendationsthat are, for the mostpart, basedon the lessonslearnedin the previous
sections.Thesecanbeseenasgeneralrobustnessprinciples20 thatshouldbetaken into accountwhenimplementing
DH key agreementtypeprotocols.

Note that DH protocol implementationsshouldtake into accountattacksthat allow the attacker to obtainstatic
secretkeys (e.g. f3� i ). Compromisingstaticsecretkeys allows the attacker to breakall subsequentprotocolsusing
thesevalues.CompromisingC j ] doesn’t helpin compromisingothersharedDH secretkeys C j ] q .
7.1 Diffie-Hellman Math

1. SpotUnconventional Messages

p Makesurethat C j , Ch] and C j ] do not equal1.
20aDH versionof [5].

15



D
R

A
FT

DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT 

p Makesurethat C j and Ch] arelessthanP¥Yd# andgreaterthan # .p Choosef , i , from theset T�W��=<�<�<X��P¥Y$W�[ .
2. BeCareful About C ’sOrder

p Theprimefactordecompositionof theorderof the C ’s shouldn’t becomposedentirelyof smallprimes.p Thesubgroupgeneratedby C shouldnot havea smallordersubgroup.If at all possible,constructanduse
a generatorthathasa largeprimeorder.

3. MakeSure the DH Public KeysReceivedHave the Corr ectOrder

p TheDH public key’s ( C j ) ordershouldbechecked. This canbeeasilydoneby verifying that �nCh]\� þ+�È#
where ÿ is C ’s order. If P��¦W\£��¦# this isn’t necessaryasexplainedin section3.6.

4. MakeSure the SystemParametersAr en’t ChosenMaliciously

p Thesystemparameter’spropertiesshouldbeknown (subgroupgeneratedby C ’sorder, primefactorization
of this number, etc).p Proofsthattheparametershavebeenchosenat randomshouldbeavailable.Thiscanbedoneby kosheriz-
ing (seesection8.2.6).

5. ChooseSecureParameters

p Cryptographicalgorithmsareonly assecureastheirweakestlink andsoit makessenseto try andbalance
thesecurity. That is, attacksthatexploit differentparametersof thesystemshouldtake roughlythesame
amountof time. For theDH protocol,theparametersto balanceare: thevalueof P , theexponents’range
and the sizeof the keys derived from the sharedDH secret. We suggestlooking at [44] for a tableof
balancedvalues.p Theparametersshouldbe chosenin orderto provide goodlong termsecurity. Note thatparametersthat
constitute“good” long termsecurityis very controversial[44, 59]. Extremelyconservative estimatesare
(from [44]):

– For very goodsecurityuntil 2002take: P 1024bits, exponentrange127bits andderivedkey length
72.

– For very goodsecurityuntil 2025take: P 2174bits, exponentrange158bits andderivedkey length
89.

– For very goodsecurityuntil 2050take: P 4047bits, exponentrange193bits andderivedkey length
109.

– We suggestusingstrongprimesor Lim Lee primesso as to guardagainstthe attackspresentedin
section3.5.

Note that thesevaluesarevery controversial[59], the sizeof P is especiallydebatablesinceit assumes
Moore’s law typeimprovementsin algorithmicnumbertheory.p Thenumberof symmetrickeysderivedfrom thesharedDH secretkey shouldalsobetakeninto consider-
ationwhendeterminingthesizeof P andof theexponentrangesincebreakingtheDH protocolbreaksall
derivedkeys. Precisely, if wederive � sessionkeysof lengths� 0 ��� R ��<=<�<1����� , ourotherparametersshould,
in theoryprovide thesamesecurityasif we derivedonesessionkey of length �nCX��W ¤ � �dW ¤ � �¦<�<=<r�dW ¤�� � .

Theseprecautionarymeasuresprotectagainstsomeinsiderattacksandmanin themiddleattacks.

7.1.1 Efficiency Considerations

1. Ideally, the generatorC shouldbe assmall aspossiblein orderto reducethe costof modularexponentiation.
WienerandvanOorschot[64] claim thatusing C��2W reducesthecomputationtime for modularexponentiation
by 20% (comparedto randomlyselectedgenerators).For applicationsin which efficiency is crucial and the
prime numberscanbe generatedbeforehand,it makessenseto find a prime, P , suchthat a small value(e.g.
2,3,16)generatesthedesiredsubgroup.
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2. Generatingsafeprimes(Pº�2WV£h�,# ) is moreexpensivethangeneratingLim-Leeprimes(Pº� W\£ 0 £ R <=<�<5£�¤1�¥# ). If
veryefficiently generatingtheparametersis important,wesuggesttheuseof Lim-Leeprimes.If theparameters
arefixed, we suggestthe useof SophieGermainprimessincethey enablethe useof larger exponents(thus
resultingin largersharedsecrets).Note that thereexist particularprimesthat yield moreefficient operations,
seesection8.2.6.

3. Exponentiationsareusuallymuchfasterwhenthe exponentsaresmall andso we suggestusingthe smallest
secureexponentrange(seesubsection7.1).

7.2 Implementation Details

Correctlyestablishingauthenticityis difficult andwhenpossible,provably secureauthenticationprotocolsshouldbe
used(at the very least,the attacksmentionedpreviously mustbe taken into account).Particularcaremustbe taken
whenimproving a protocol’sefficiency (e.g.removing “superfluous”messages).

Notethefollowing tricky implementationlevel issues:

1. Exact Destination: Themessagerecipientshouldbepreciselyspecified.Identificationfieldscould includeIP
address,port number, userID, etc.

2. Multiple SessionManagement: It is of crucial importancefor participantsto separateconcurrentprotocol
executions.Concurrentprotocolexecutionsshouldbe independent. This problemcanusuallybedealtwith by
addinga sessionID field to themessages.Notethat this is a tricky problemto solve whensessionsarerelated
in someway, for examplewhencountersareusedinsteadof nonces.

3. Certifying Public Keys:Thecertifyingauthorityshould,of course,betrustedby bothparticipants.As pointed
outearlierthecertificateauthorityshouldmakesurethatthecertificaterecipientknowsthesecretkey associated
with thepublickey beingcertified.Anotheroptionis to havethesendersignhis identifieralongwith therestof
themessage(i.e. self signedcertificates).

4. AuthenticateParameters: All parametersshouldbeauthenticated.

5. PreviousCommunications: In many situations,all messagessentshould“confirm” all previousmessages.We
wantto avoid somemessagesbeingblocked.Thiscanbedoneby appendinga hashof all previousmessagesor
by usingsequencenumbers.

6. Delete UselessKey Material: When somesensitive information is no longer neededit shouldbe securely
deleted.

7. Timing Attacks: When a systemis vulnerableto timing attacks(seesection5.6), a specialexponentiation
routineshouldbeused.

8. Denial of ServiceAttacks (Overloading): Whennecessary(seesection5.7),partiesshouldprotectthemselves
againstdenialof serviceattacks(overloading).

7.3 Using the Shared DH Secret Key

Herearethegeneralpointsrelatedto theutilization of thesharedDH secretkey.

1. Never usethe key “as is”: Alwaysuseasuitablekey derivationfunctionin orderto geta sessionkey.

2. KeyIndependence:It is importantfor theprotocolsto beresistantto known key attacks.

3. DeleteOld Keys: If forwardsecrecy is desiredold keys andall datathatcanbe usedto obtainthemmustbe
securelydeleted.

4. Be Careful with Confirmation: If key indistinguishabilityis desired,we can’t just sendtheMAC of a known
message.
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8 Pseudo-code

In this sectionwe give fairly detailedpseudo-codewhich shouldbridge the gapbetweenprogrammersandmathe-
maticians.That is, a mathematiciancanpainlesslycheckthat the protocolis correctwhile a programmercaneasily
understandwhatneedsto bedone.

Wepresentusefulmathematicalprimitivesin subsection8.1,cryptographicprimitivesin subsection8.2,high level
datastructuresrelatedto DH in subsection8.3, the sendandreceive primitivesin subsection8.4, an authenticated
ephemeralsharedDH key protocolin subsection8.5,client puzzlesin subsection??, connectionprimitivesresistant
to denialof serviceattacksin subsection??andfinally a half-certifiedDH protocolin subsection??.

8.1 Mathematical Primiti ves

Thefollowing mathematicalprimitivesareneededin the following protocols.Seefor example[47] for moredetails
on thealgorithmsand[58] for freelibrairiesthatimplementthem.

8.1.1 Modular Multiplication

mult(a,b,p);

Returns � �%^X`�a�P .

8.1.2 Modular Squaring

square(a,p);

Returns R ^�`�a�P .

8.1.3 Inverting function

inv(a,p);

Returnsa’s inversein M�NO , thatis anelement/.�0 suchthat /.10 � ���# .
8.1.4 Modular Exponentiation

mod exp(g,x,p);

ReturnsC j ^X`�a�P .
Sincethis operationmight be vulnerableto the timing attacksof subsection5.6 (suchis the casein the Half-

CertifiedDH), we defineanexponentiationalgorithmresistantto timing attacks: blind mod exp(g,x,p);
Pseudo-Code
OneTime SetUp:

/*
* Goal: Compute initial values for vi and vf that will be

used in blinding exponentiation.
* Given:
* Secret Exponent -> x
* parameter -> p working in Z_p
*/

vi = PRNG(2,p-1); //choose a random number from {2,...,p-1}

/*
* Find vi’s inverse and exponentiate by x
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* (ordinary exponentiation -- not a recursive call)
*
*/

vf = mod_exp(inv(vi),x,p);

Exponentiation

/*
* Goal:
* Secure Exponentiation
* Given:
* Secret exponent -> x
* parameter -> p
* Peer’s public key -> m (base)
* Current Seeds -> vi and vf
*/

/***** This can be pre-computed *****/
vi = sq(vi,p); //The square of the previous seed
vf = sq(vf,p); //The square of the previous seed
/********************************** **/

temp = mult(vi, m, p);
temp = mod_exp(temp, x, p); //typical exp (not a recursive function call)
temp = mult(temp, vf, p);

return temp; //remove all traces of temp (e.g. overwrite with zeroes)

Comments: Themaindisadvantageof this function is that it needsan internalstate(vi andvf) which hasto be
keptsecret.Notethattheblinding (vi) andunblinding(vf) factorscanbepre-computed.

8.2 Cryptographic Primiti ves

We refertheinterestedreaderto [47] for anin depthanalysisof many of thefollowing primitives.

8.2.1 Cryptographic hashfunctions

Denotedby HS(),HW();

SHA1 [61] andRIPEMD-160[28] (theoutputis 160bits long) arethoughtto bethemostsecurehashfunctions.
MD5 [55], althoughit hasn’t beenbroken,hasbecomea moredubiouschoicesincethediscoveryof internalpseudo-
collisions ([25]). MD5 (or MD4 which is fasterand hasweaker security)might be useful in protocolsthat don’t
have stringentsecurityrequirementsbecauseit producesa 128 bit outputand is much fasterthanboth SHA1 and
RIPEMD-160.

HS() refers to strong hashfunctions (SHA1-160, RIPEMD-160, etc.) and HW() refers to weak hashfunc-
tions (SHA1-80, MD5, MD4, etc.) which shouldonly be usedfor compressionand situationsin which a secu-
rity/performancetradeoff makessense.(NotethatSHA1-80isn’t asefficientasMD5 whichisn’t asefficientasMD4).

8.2.2 MessageAuthentication codesMAC

Denotedby
�����3y ��� ( k is thesharedsecretkey);

CBC-MAC [60], SHA1-HMAC-80[8] andUMAC [11] areexamplesof MACsthatarebelievedto besecure.
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8.2.3 Digital Signatures
	�
��� Û � � ��� will denotethe signingfunction andVER User()the verificationfunctionwhereUserspecifiesthe party
thatsigns;
In orderto simplify the pseudo-code,we will abstractout many of the details(e.g. key storage/retrieval, certificate
checking,etc.).

Many digital signatureschemesexist in theliterature(seechapter11of [47] for examples)notehoweverthatDSS
– theDataSignatureStandard[62], Elgamal[30] andRSA [2, 43] areby far themostpopular.

8.2.4 Public KeyCertificates

Oftenusedstandardsfor certificatesincludePGP[19] andX.509[36]. All doughPGPandX.509bothhave thesame
IETF standardstatus,PGPis simpleto use,whereasX.509 is constantlychangingandvery hardto comply with in
practice.In orderto simplify thepseudo-code,thecertificationandcertificateverificationmechanismsareimplicitly
(andproperly)carriedout.

8.2.5 Pseudo-RandomNumber Generation

PRNG(min,max);

Returnsapseudo-randomnumberin therange[min,max].Therearetwo operationmodes:

1. Therandomseed21 is specifiedby theprogrammer.

2. Therandomseedis chosenfrom anentropy pool 22.

Thepseudo-randomnumbersmustbechosenextremelycarefullybecausesystemscanbebrokenif inadequatepseudo-
randomfunctionsor badlychosenseedareused(seefor example[32]). We recommendtheuseof Yarrow [40], since
its designis basedonmany yearsof researchandexperience[41] andbecauseit’seasyto use(theprogrammerdoesn’t
needto providea seedfor example).

8.2.6 Prime Number Generators

Weusesafeprimes,i.e. primesof theform P�� W\£Î�Ð# (where£ is prime)suchthat C*�2W is ageneratorof asubgroup
of order £ . We alsosuggestthat a proof that the primeshave not beenchosenmaliciouslybe given (i.e. we want
kosherizedprimes).Thischoicehelpssatisfyrequirements2, 3 and4 of section7.1.
[51] suggeststheuseof “special” safeprimeswhich areusedin thedescriptionof IKE [35] (acandidateDH protocol
for IPsec).They havepropertiesthatenableefficientmodularcomputations:

p The64highorderbitsaresetto 1, sothatthetrial quotientdigit in theclassicalremainderalgorithmcanalways
besetto 1.

p The64 low orderbits arealsosetto 1, which enablesspeedupsof Montgomerystyleremainderalgorithms.

p Themiddlebits aretakenfrom thebinaryexpansionof � whichprovidesaweakform of kosherization.

p C*�2W is a generatorof a subgroupof order � P,Y�#r���\W ( C hasprimeorder).

Theseprimescanbefoundin AppendixE.2 (1024bits) andE.5 (1536bits) of [51] andcanbeusedin a DH scheme
thatneedsonly onepublicly known prime.

If lotsof primesneedto begeneratedandefficiency is animportantrequirement,wesuggestusingLim-Leeprimes
[45] whichareusedin many cryptographiclibraries(e.g.PGP[52],GNU PG[31] andGutmann’scryptlib [33]). These
primeshavetheform P��¦WV£ 0 £ R <=<�< £=¤_�g# wherethe £ D sarelarge(for all E:!xT�#V��<=<�<1� �%[ ). Thegeneratorcanbetaken
to generatesomeprime ordersubgroup(e.g. of order £ D , for some E ). A drawbackto this methodis that the range
of valuesexponentscantake is limited (i.e. exponentsaretakenmodulo £ D insteadof £ ) which restrictstherangeof

21aninitializationvaluefor pseudo-randomfunctions.
22apoolof “random” bits– thesedependonunpredictableevents(e.g.mousemovements).
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possibleDH secretkeys. Also notethat the probability thata small generatorgeneratesa “good” subgroupis lower
thanfor safeprimes.

Wenow givepseudo-codefor generatingkosherizedsafeprimesof theform P�� W\£K�Õ# suchthat C¥�¦W generates
a subgroupof order £ .

Pseudo-Code:
GeneratingKosherizedsafePrimes

/*
* GOAL: generate a 1024 bit Kosherized safe prime
*
* GIVEN:
* -table containing the first NUMPRIMESprimes -> prime_table[]
* -a probabilistic primality test -> Miller-Rabin(iter, n)
* iter: number of iterations
* n: the integer to test for primality.
* Returns TRUE if success, else FALSE.
* Constants:
* NUMB_ITER = 3
* NUMPRIMES= 2056 or a more optimal number (see Comments bellow code)
*/

/***** compute the random bits *****/

/* initialize the counter */
ctr := 0;

restart:

/*
* instead of choosing a new random seed each time, we use the same one
* by trying it out 10 different ways.
*/

ctr = ctr mod 30;
if (ctr == 0) {

SEED = PRNG(0, 2ˆ512); // 2ˆ512 is 2 to the power 512
}
U = HS(SEED) || HS((SEED + ctr) mod 2ˆ512) || HS((SEED + ctr + 1) mod 2ˆ512)

|| HS((SEED + ctr + 2) mod 2ˆ512) || HS((SEED + ctr + 3) mod 2ˆ512)
|| HS((SEED + ctr + 4) mod 2ˆ512);

/*
* We want to derive a 1023 bit odd value for q from U.
*/

q := U<1,1023>; //set q to be the first 1023 least significant bits of U
q<1,1> := 1; //set the least significant bit of q to 1 (odd)
q<1023,1023> := 1; //set the most significant bit of q to 1 (size)
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/*
* check to see if q is not obviously composite. If it is composite, we would
* restart and pick another U.
*/

for (i = 0; i < NUMPRIMES; i ++) {
if (div(q, prime_table[i])) == 0) {

goto restart; //failure, start over
}

}

p = 2*q + 1; // these are regular multiplication and addition (not modular)

/*
* check to see if 2*q + 1 is not obviously composite. If it is composite,
* we would restart and pick another U.
*/

for (i = 0; i < NUMPRIMES; i ++) {
if (div(p, prime_table[i])) == 0) {

goto restart; //failure, start over
}

}

/*
* Verify that g = 2 is a generator of the subgroup of order
* q (see Comments below for the reasoning). If it’s not, than
* restart and pick another U.
*/

if (p != 7 mod 8) {
goto restart;

}

/*
* We iterate, alternatively calling Miller-Rabin on p and q.
* This improves the efficiency on average.
*
*/

for (i = 0; i < NUMB_ITER; i++) {
if (Miller-Rabin(1, q) == 0) {

goto restart;
}
if (Miller-Rabin(1, p) == 0) {

goto restart;
}

}

return p, q;
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Comments:

p Thealgorithmtakeson input a tableof thefirst NUMPRIMESprimeintegers.Thevalueof NUMPRIMEScan
be computedfor optimal efficiency: Let 6�� denotethe time for a full modularexponentiation,andlet 6�� be
thetime for ruling out onesmallprimeasdivisor, thenthevalueof NUMPRIMESthatminimizestheexpected
running time of the precedingpseudo-codeis NUMPRIMES �Í6 � ��6 � . If for any reasonthis numbercan’t
bepracticallycomputedor if performanceis not crucial,we recommendusingNUMPRIMES �4W\ß���� (if your
hardwarehasat least8 bit registers)suchasusedin open-SSL[50] for example.

p Thepseudo-codeusesanalgorithmcalledMiller-Rabin,we do not discussthis protocol,onecouldusetheone
providedin atrustedcryptographiclibrary ([50], [31], [33] for example)orseefor example[47] for pseudo-code.

p For theresultingalgorithmto bedefinedasarobustprimaltytest23 andconsideringefficiency, oneshouldchoose
NUMB ITER to be3 (see[24] for exactdetails).

p On kosherization:note that interestedreaderscanverify that the primeshaven’t beenchosenmaliciouslyby
simply takingtheSEED,executingthepreviousprotocolandverifying thattheprimeobtainedequalsP .

p We usedthefactthat P�����^X`8a���� C�� W generatesanorder £ subgroup.
Thiscanbeproovenby thefollowing facts:P,����^X`�a��! "� 24 W is aquadraticresidue25 modP��#� W �� exists �#� Wh�n� O .�0
��Æ R �Î�4��W �� � O .10�� 26 #L�ô^X`�a�PX�
 $� 27 C*� W generatesanorder £ subgroup.

Noticethatthis choiceof parametersP and C makesmany of theattacksmentionedpreviously ineffective.

8.3 Data Structures

Severaldatastructuresarenow presented(thosethataren’t presentedheredon’t requireany specialexplanations).

8.3.1 DH parameters(DH PARAM)

structure DH_PARAM{
BIGNUM p; //1024 bit prime
BIGNUM q; //prime q such that p = 2q + 1;
BIGNUM g; //order q subgroup generator
RANGErange_max; //maximum secret key (e.g. x) value
RANGErange_min; //minimum secret key value

};

TheDH PARAM datastructurestorestheDH systemparameters.
Werecommendusingrangemin equalW&% andrangemaxequal160bits (DSS[62] usesa1024-bitsP and160-bits£ ).

8.3.2 Party Identifier (ID)

structureID;

TheID structurestoresidentifying informationaboutparties.For example,it couldcontain:
23thatis, a testthathassuccessgreaterthan 'Ö)(+* .
24seefor exampleFact2.146in [47]. Wecaneliminatethecasewhere²)x®ÎÓ;¯�°5±-, Ô since² and ¼ areprime.(left asanexercice.)
25 ã/.�© ª« is quadraticresidueof © ª« iff thereexistsa o0.�© ª« suchthat o Ö 'ãK¯�°5±�² . If nosucho exists, ã is calledaquadraticnon-residue.
26theequalitycomesfrom thefactthat ²�µ¥® is theorderof thegroup.
27 ¹ ’sorderis either ¹ , ¼ or ²ÎµL® (Lagrange’s theorem,section2.1.3).If ¹21�x®ÎÓ;¯�°5±3² Ô , then ¹ ’sordercanonly be ¹ or ¼ , but theonly elements

of order ¹ are ® and ²�µ¥® .
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p (Unique)Identifiers.

p Certificates(optional).

p Typesof protocols(andparameters)hecanparticipatein.

p Location(e.g.IP addressandportnumber).

8.3.3 SessionKeyParameters(SESSIONKEY PARAM)

structureSESSIONKEY PARAM;
Thisstructureis usedto specifyhow thesharedDH key will beused.For example,thestructuremightstoreinforma-
tion suchas:

p Key derivationfunctionspecification.

p Symmetricencryptionor MAC usedwith thesession(s)key(s).

p Versionnumbers.

8.3.4 MessageIdentifiers (TAG)

Theseareusedto identify themessagetypes(wesuspectthesewill bedefinedusingthe#defineconstruct).

8.4 Sendand ReceivePrimiti ves

8.4.1 SendMessage

send T source,destination[ (...);
sendsamessageconsistingof all theargumentsfrom “source”to “destination”.

8.4.2 ReceiveMessage

receive T source,destination[ (...);
Theargumentssentby “source”will bereceivedby “destination”.
N.B. “source”and“destination”give just enoughinformationsothata messagecanbesent.Typically, this infor-

mationwill consistof anIP addressandof a port numberbothof which arespecifiedin IP packets(for recipientand
sender).Noticethatif aparticipant’sconnectionis madethroughamix-network, this informationdoesn’t compromise
privacy. “source” and“destination”shouldbe unique– exactly oneparty (process,thread,etc) is associatedwith a
“destination”(or “source”).

8.5 AuthenticatedEphemeral DH KeyAgreementProtocol – providing forward secrecy

Herethetwo participants,Alice andBob, want to frequentlysetup new sessionkeys. Without lossof generality, we
assumethatAlice initiatestheprotocol. We assumethat thetagsINIT, ACCEPTandCONFIRM have beendefined
(e.g.#defineINIT 1). Variablesaredefinedin orderto avoid any confusion.

8.5.1 Comments

The parameterscould be specifiedonly in the last messagehowever this meansthat Bob will have to wait before
computingthesessionkey. In thepseudo-codepresentedabove,Bob canstartcomputingthesessionkey assoonas
hehascomputedthesharedDH secretkey (hedoesn’t have to wait for theCONFIRM message).

Thetwo signaturessignmessagesthatcontaininformationaboutthesignerandsoare“self-signed”.This means
that the CA doesn’t necessarilyneedto checkthat the applicantactuallyknows the secretkey associatedwith the
publickey.
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If thereis asubstantialgainin efficiency, only themostsignificantbitsof gy} needto behashedin thelastmessage
(weshouldtake enoughbits sothatthechanceof usingthemagainis extremelysmall).

Thelastmessage(CONFIRM) is neededin orderto preventreplayattacks.
If denialof serviceattacksneedto beprevented,weproposeusingaSYN cookie28 typemechanism(needto verify

that thepartyattemptingto connectis allowedto) whenestablishingtheconnection.This solutionisn’t presentedin
detailsincethecodedependslow level networkingprotocols(notethatSYN cookiesarenow astandardpartof Linux).
For half-certifiedDH, wherethenon-certifiedsidemay(or must)beanonymous,onewould needsomestrongertype
of denialof servicepreventionssuchasClient Puzzles([38]).

9 Conclusion

This work hasattemptedto presentcryptographicprotocoldesignerswith themostimportantsecurityissuesrelated
to theDH protocol.In doingso,we haveaddressedtheshortcomingsof theotherapproachesto securecryptographic
protocoldesign.It is hopedthatdocumentswith a form similar to this onebut for differentcryptographicprotocols
will beproduced.This would bea largesteptowardsassuringcryptographicprotocolsecurityin real-world settings
(i.e. not just theoreticalsettings).
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A Standards

A.1 PKCS #3

RSA security29 haspublisheda suiteof cryptographystandardswhich arecalledPublicKey CryptographyStandard
(PKCS).PKCS#3dealswith theDH protocol.Unfortunately, it doesnothelptheprotocoldesignerconstructasecure
versionbecauseit only specifiesdataformats.

A.2 ANSI X9.42– Agreementof Symmetric Algorithm KeysUsing Diffie-Hellman

working draftmay1998

A.3 IETF RFC 2522– Photuris: Session-KeyManagementProtocol

march1999

A.4 ANSI X9.63– Elliptic Curve KeyAgreementand KeyTransport Protocols

working draft July1998

A.5 IEEE P1363– Standard Specificationsfor Public-KeyCryptography

working draft July1998

A.6 ISO/IEC 11770-3– Inf ormation Technology- Security Techniques- Key Management
- Part 3: MechanismsUsing Asymmetric Techniques

draft (DIS), 1996

A.7 SKIPJACK and KEA algorithm specification

from FORTEZZA may1998.

A.8 The Inter net KeyAgreement(IKE)

RFC2409November1998.

A.9 The OAKLEY keyDetermination Protocol

RFC2412November1998.

A.10 The TLS Protocol: Version1.0

RFC2246January1999

29seehttp://www.rsasecurity.com
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